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1
Decision/action requested

This contribution proposes a proposal for the key issue of TR 33.861.
2
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3
Rationale





It is expected that the number of CIoT devices will increase exponentially. It is necessary to support the efficient small data transmission for these CIoT devices. Hence, the small data communication including infrequent and frequent transmissions are taken into account by SA2 for CIoT services, in this case, the security issues brought by this kind of communication shall be considered as well.

This proposal aims to address the security aspects of small data communication.
4
Detailed proposal

*************** Start of Change ****************
5
Key issues
5.X
Key Issue #X: Security of small data transmission
5.X.1
Key issue details

SA2 is currently considering mechanism to transmit and receive small amount of data efficiently through 3GPP system with proposing architecture requirements and corresponding solutions on the small data transmission in TR23.724 [1]. According to the current solutions under consideration in SA2, either control plane related solutions or user plane solutions can be applicable to small data transfer, such as, small data transfer over the signalling, small data transfer using user plane (Fast Path/Connectionless) with reduced signalling.

According to SA2 architecture requirements about supporting for small data transmission, an at least equivalent level of security mechanisms for CIoT in 5G system as EPS is required. Moreover, as the SA2 solutions consider that small data is transferred when the UE is in idle mode, it may be required to protect the small data messages.
5.X.2
Security threats 

5.x.2.1     Small data transfer via control plane
Small data transmission via control plane allows small data to be conveyed inside 5G signalling messages, e.g., NAS messages between UE and SMF for PDU session types IPv4, IPv6, unstructured. There may be no pre-established 5G security context in transfer data for some CP solutions. Thus the small data transmission cannot be protected by valid security context and can be easily tampered or intercepted by the attacker. Sometimes small data is sensitive and important because it may be related to emergency event or commerce. Once it is tampered or intercepted, the consequence can be serious.  
In addition, some CP solutions apply to the “small data transmission” by supporting the NIDD API to the SMF. If the NIDD API is used, without security, data sent over the interface between NEF and AF/SCS may have no privacy. If the NIDD API is used, without security data sent over the interface between NEF and AF/SCS could be manipulated.

5.x.2.2    Small data transfer using user plane

From security perspective, small data transfer using user plane means the UPF is involved as the termination of user plane security in 5GC for CIoT cases. Therefore, the information like UPF Tunnel information reveals the network topology (like number of UPFs) and also revealing network privacy information (core network internals like UPF IP addresses) lead to attacks (like flooding) on the core network. In order to hide network topology, it is required that the information provided to the UE for small data transmission (small data fast path) should not provide the operational details of the core network entities like UPF IP address to the UE. 
In this case, the UE would send user plane traffic without setting up the regular AS security and because of this, it is not possible to encrypt or integrity protect the user plane traffic between the UE and the gNB. As a result of this, an attacker can inject traffic and eavesdrop on subscribers' traffic. 
UE and the UPF need to keep the small data security context for a long time. If security context is leaked, the session could be hijacked. 
5.X.3
Potential Security requirements

· The small data should be integrity protected.
· The small data may be confidentiality protected.
· The network information provided to the UE for small data transmission should be privacy protected. 
*************** End of Change ****************
